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Abstract 
 
Purpose: This study addresses the Cognitive Friction Paradox, where the accumulation of 
administrative controls triggers non-compliance by exceeding operator cognitive resources. The 
proposed Behavioural Engineering Framework integrates dual-process psychology and resilience 
engineering to make the safest action the path of least resistance. Theory and Design: High-tempo 
environments favour automatic System 1 processing over deliberate reasoning. By integrating choice 
architecture and Safety-II, the framework treats System 1 as a stable structural feature to be designed 
around rather than a defect to be eliminated. The Framework: Four operational pillars are proposed: 
Defaults and Constraints, Friction Engineering, Salience and Priming, and Social Proof. 
Methodology: Intervention design follows a four-stage Diagnose–Architect–Pilot–Calibrate protocol 
mapped to the resilience potentials of monitoring, anticipating, responding, and learning. Practical 
Implications: Positioned as an administrative-layer enhancement within the Hierarchy of Controls, 
the framework shifts safety measurement from lagging metrics to leading behavioral indicators while 
establishing ethical safeguards to prevent nudge-washing. Conclusion: High-reliability performance 
is best achieved by engineering systems that work in harmony with natural human cognition, 
providing a scalable method to close the gap between work-as-imagined and work-as-done. 
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Introduction 

Industrial safety management has evolved through succes-
sive, additive layers of control. Early twentieth-century practice 
relied almost exclusively on physical and engineering barriers—
guarding, containment, and interlocks designed to remove 
hazards from the point of human contact. As operations grew 
more complex, safety management expanded into administra-
tive territory: written procedures, permits, checklists, and 
compliance audits intended to standardize behavior across large, 
distributed workforces. This administrative layer is now embed-
ded in formal management-system standards such as ISO 45001, 
which frame occupational health and safety as a matter of 
documented process and legal compliance (Liu et al., 2023; 
Dolgunyürek & Ada, 2025). 

However, this evolution has been cumulative rather than 
substitutive. Each new administrative control is typically layered 
atop existing ones rather than replacing them, producing a 
phenomenon of administrative stacking where an operator 
must simultaneously satisfy physical safeguards, written 
procedures, and behavioral expectations in the same moment of 
work. This pattern is often driven by bureaucratic entrepre-
neurship, wherein safety departments and regulatory bodies 
seek to demonstrate organizational value and professional 
competence through the proliferation of documentation. In 
many industrial contexts, administrative controls have become a 
defensive mechanism; because they are significantly cheaper 
and faster to implement than engineering redesigns, they are 
deployed as the default response to every identified near-miss. 

This creates a cycle where procedures are increasingly written to 
satisfy the requirements of an auditor or a legal framework 
rather than to support the functional needs of the operator at the 
point of work. 

This layering of controls creates what this paper terms the 
Cognitive Friction Paradox: while each individual rule or 
checklist is introduced to reduce risk, their cumulative cognitive 
burden increases the likelihood that operators will bypass, 
simplify, or reinterpret those same controls (Figure 1). This 
results in safety clutter—the accumulation of excessive 
paperwork, duplicative licensing, and administrative tasks that 
hinder frontline action rather than supporting it (Breda et al., 
2026; Raheemy et al., 2026). When formal systems add friction 
without adding perceived operational value, operators naturally 
construct informal workarounds as a means of maintaining 
productivity (Ashraf et al., 2026; Wong et al., 2022). 

The urgency of addressing this paradox is amplified by the 
transition to Industry 4.0. While digitalization, ubiquitous 
sensing, and the Internet of Things (IoT) were heralded as tools 
to eliminate human error, they have frequently introduced a 
secondary layer of cognitive demand. Real-time data streams 
and predictive alerts often translate into more digital 
paperwork and monitoring tasks, adding to the operator’s 
mental load rather than simplifying the decision environment. 
Instead of subtracting human variance, high-tech environments 
often exacerbate cognitive friction by demanding that workers 
manage both traditional administrative protocols and complex 
digital interfaces simultaneously. The result is a persistent and 
largely institutionalized gap between Work-as-Imagined (WAI)
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Figure 1. The Cognitive Friction Paradox: Divergent Pathways from Prescribed Work to Work-as-Done 
 
—the procedure as written—and Work-as-Done (WAD)—the 
procedure as actually performed under real operational 
constraints. Rather than treating this gap as a compliance failure 
to be punished, this paper treats it as a design signal: a 
measurable indication of where the safety system’s demands 
exceed the operator’s available cognitive resources. 

The gap persists because conventional Safety Management 
Systems (SMS) implicitly model the operator as a System 2 
reasoner who deliberately weighs risks, consults manuals, and 
selects the compliant action. However, dual-process accounts of 
cognition suggest this model breaks down precisely in the high-
tempo conditions where safety matters most. Under time 
pressure, fatigue, and multitasking, human decision-making 
shifts toward System 1—fast, automatic, low-effort processing 
dominated by heuristics rather than explicit reasoning (Hao et 
al., 2025; Zhylin et al., 2026). Empirical work confirms that high 
workloads narrow attention and degrade situational awareness 
in complex control tasks (Causse et al., 2024; Liu & Ham, 2025). 
SMS frameworks that fail to account for this automatic mode are, 
in effect, designing for an operator who does not exist under real 
operational conditions. 

The central thesis of this paper is that safety performance can 
be improved not by adding further deliberative burden to the 
operator, but by re-engineering the choice environment itself so 
that the safest available action is also the path of least cognitive 
and physical resistance. This reframes choice architecture—the 
deliberate design of the context in which decisions are made—as 
a legitimate engineering discipline within SMS, positioned 
alongside, rather than as a replacement for, existing physical and 
procedural controls. To advance this thesis, the paper pursues 
three objectives: (1) to synthesize dual-process psychology, 
nudge theory, and resilience engineering into a coherent 
theoretical foundation for industrial behavioral design; (2) to 
formalize a four-pillar Behavioral Engineering Framework with 
associated testable propositions; and (3) to translate that 
framework into a practical diagnostic, design, and measurement 
protocol that safety engineers can apply and researchers can 
empirically validate. 

The remainder of the paper is organized as follows. Section 2 
develops the theoretical foundations, covering dual-process 
psychology, procedural drift, and the alignment between choice 
architecture and Safety-II. Section 3 presents the core 

Behavioral Engineering Framework, its system topology, and its 
mapping onto the Hierarchy of Controls. Section 4 details a 
diagnostic and validation protocol, including a behavioral safety 
audit method and leading behavioral indicators. Section 5 
establishes boundary conditions and ethical safeguards to 
prevent the framework from being used to substitute for primary 
engineering controls. Section 6 discusses theoretical and 
practical implications, and Section 7 concludes. 

 
 

Theoretical and Literature Foundations 

Dual-Process Psychology and Cognitive Load in 
High-Hazard Workplaces 

Traditional safety management systems (SMS) are largely 
designed under the assumption of deliberate, analytical 
reasoning. However, high-hazard operations rely heavily on fast, 
automatic processing to conserve cognitive resources for novel 
or high-stakes moments (Table 1). The central failure of 
conventional SMS design is its demand for constant analytical 
attention on tasks that, through repetition and habituation, 
inevitably shift toward heuristic-based shortcuts (Reale et al., 
2023; Zhylin et al., 2026).  

This cognitive shift is better understood through the lens of 
Cognitive Load Theory (CLT). CLT posits that the human 
working memory has a limited capacity, and when this capacity 
is exceeded, learning and error-free performance collapse. In 
industrial settings, we must distinguish between intrinsic load—
the inherent difficulty of the mechanical or operational task 
itself—and extraneous load, which is the mental effort required 
by the way information is presented or the environment is 
structured (Holden et al., 2015). 

A significant portion of safety clutter translates directly into 
extraneous cognitive load. When an operator is required to 
navigate 20-page permit or cross-reference multiple redundant 
checklists while performing a high-risk lockout, the mental 
energy consumed by the paperwork subtracts from the mental 
energy available for hazard recognition. If the extraneous load of 
the safety system is too high, cognitive overflow occurs. In this 
state, the brain instinctively sheds the most taxing load—
analytical System 2 compliance—and defaults to System 1 
heuristics to survive the shift. Thus, excessive safety documenta- 
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Table 1. Cognitive Characteristics and Behavioral Drivers of System 1 vs. System 2 Processing in Industrial Work Environments 
Characteristic System 1 Processing System 2 Processing 
Speed and effort Fast, automatic, low perceived effort Slow, deliberate, high perceived effort 
Primary trigger 
conditions 

Time pressure, fatigue, multitasking, cognitive 
saturation 

Novel, unfamiliar, or explicitly flagged high-
stakes decisions 

Governing mechanism Heuristics, habit, associative memory 
Rule-based reasoning, explicit procedure 
consultation 

Typical failure mode 
Inattentional blindness, sign-blindness, 
habituation 

Decision fatigue, analysis delay under time 
pressure 

Industrial example 
Reaching for a familiar tool without re-checking a 
changed permit status 

Conducting a formal pre-task hazard review or 
JSA 

Design implication 
Requires default-safe states and salient, low-effort 
cues (Pillars A & C) 

Benefits from structured information and 
explicit feedback (Pillar D) 

 
tion does not merely add time; it actively induces the very 
automatic processing that leads to missed hazard cues (Causse 
et al., 2024; Su et al., 2025). 

This cognitive shift is driven by structural environmental 
triggers rather than individual negligence. Time pressure, 
multitasking, and fatigue reliably degrade situational awareness 
and slow response times (Gondale et al., 2025; Liu & Ham, 
2025). Under such cognitive saturation, inattentional blindness 
causes operators to miss even salient hazards (Matias et al., 
2022; Yu & Jiang, 2026). Effective safety engineering must 
therefore accommodate these natural cognitive constraints 
through the choice environment rather than relying on training 
to enforce analytical compliance. 

 
The Mechanisms of Procedural Drift and the Law of 
Least Effort 

Procedural drift is the directional, cumulative divergence 
between documented procedures and everyday practice 
(Hollnagel, 2014). This divergence is often described in 
organizational literature as a slow erosion of margins or 
normalized deviance. As Sidney Dekker (2011) argues, drift is 
not a sudden collapse but a steady, incremental movement 
toward the edge of safety, driven by the need to balance safety 
with production pressures. Each unpunished deviation—such as 
skipping a minor verification step to save five minutes—becomes 
the new standard for the next task. 

However, viewing drift merely as an organizational failure 
overlooks a fundamental biological imperative: the Law of Least 
Effort. From an evolutionary perspective, the human brain is an 
energy-expensive organ that has evolved to achieve goals using 
the minimum possible expenditure of cognitive and physical 
resources. In the workplace, if a compliant path requires high 
effort (e.g., walking 200 meters to retrieve a specific tool) and an 
adapted path requires low effort (e.g., using a nearby but non-
standard tool) with no immediate negative consequence, the 
brain will naturally select the adapted path. 

This is not a character flaw or a lack of safety culture; it is a 
biological optimization. When operators create workarounds, 
they are often solving a friction problem that the designers of the 
safety system failed to see. Because drift is a structural 
adaptation to operational friction rather than random error, it 
requires behavioral engineering to nudge the path of least 
resistance back toward safety-critical intent (Tedone & Lanz, 
2024). Traditional, snapshot-based audits are structurally poor 
at detecting this drift because they sample rare moments of 
ceremonial compliance where workers temporarily re-engage 
System 2 processing for the benefit of the auditor (Dekker, 2011; 
Kim et al., 2024). 

 
Synthesis: Behavioral Economics and High-
Reliability Organizing (HRO) 

The integration of behavioral economics and High-Reliability 
Organizing (HRO) provides the scholarly bridge necessary for a 
modern, resilient SMS. HRO theory focuses on the 
organizational traits required to maintain safety in complex, 

high-risk environments, such as a preoccupation with failure 
and a reluctance to simplify (Bertoni et al., 2021). While HRO 
provides the high-level philosophical goals, it often lacks the 
granular mechanics for frontline implementation. 

Behavioral economics, specifically Nudge Theory, provides 
these mechanics. By understanding the predictable irrationality 
of human operators, safety engineers can design a choice 
architecture that aligns System 1 habits with HRO goals. For 
example, the HRO principle of sensitivity to operations can be 
operationalized through Contextual Salience (Pillar C), ensuring 
that the most critical hazard information is brought to the 
operator’s attention at exactly the moment they are most likely 
to overlook it. 

This synthesis moves safety from a discipline-based model to 
a design-based model. In a design-based model, resilience is not 
just an organizational culture but a tangible feature of the 
physical and digital workspace. By architecting the choice 
environment, we ensure that even when an operator is fatigued, 
under pressure, or cognitively saturated, the system’s defaults 
guide them toward high-reliability outcomes. This prevents the 
downward drift into failure by making safe behavior the most 
efficient and natural choice for the human brain (Hollnagel, 
2017; Trancoso et al., 2024). 

 

The Behavioral Engineering Framework 

Framework Architecture and System Topology 
The proposed framework (Figure 2) models safety behavior 

as a systemic pipeline running from environmental inputs, 
through cognitive processing modes, to observable actions. At 
the point of work, environmental triggers (ranging from extreme 
time pressure and task complexity to administrative load and 
fatigue) act as a cognitive switch. Under high-load conditions, 
an operator’s decision-making is naturally pushed into System 1 
processing. 

Rather than attempting to retrain the operator out of this 
automatic mode, the framework treats the processing mode as a 
design parameter. Choice architecture is engineered to ensure 
that when System 1 is active, the safe action is the path of least 
cognitive and physical resistance. The topology is governed by a 
continuous feedback loop: Behavioral Trace data (e.g., override 
frequency, checklist quality) is measured via leading indicators 
and fed back into the diagnostic protocol to refine the friction 
profile of the task. 

 
The Four Pillars of Industrial Nudging 

The framework utilizes four core pillars to align the choice 
environment with human intent. By architecting these pillars, 
safety engineers can ensure that the WAD matches WAI even 
under operational strain. 

 
Pillar A: Defaults and Constraints 
▪ The Cognitive Mechanism: At the neuroergonomic level, 

default options leverage status quo bias and decision fatigue  
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Figure 2. Framework Architecture and System Topology 

 
to preserve limited neurocognitive resources (Bechara, 
2008). High mental workload and sustained cognitive exert-
ion deplete executive resources in the dorsolateral prefrontal 
cortex (dlPFC) and anterior cingulate cortex (ACC), which 
increases the subjective cost of active deliberation (Shenhav 
et al., 2017). When cognitive fatigue sets in, the 
neurobiological decision network shifts away from resource-
intensive analytical processing toward metabolic 
conservation, defaulting to the path of least cognitive effort 
(Bechara, 2008; Shenhav et al., 2017). By configuring the 
safe state as the structural default or applying physical 
interlocks as hard constraints, the system bypasses the 
requirement for active prefrontal override. Compliance is 
thus achieved naturally even when operators experience high 
extraneous load, severe time pressure, or attentional 
saturation. 

▪ Industrial Scenario (Lock-out Tag-out): 
✓ Before: An operator must manually cross-reference a 10-

page paper isolation list with physical energy points. 
Under production pressure and cognitive fatigue, they 
rely on memory and fail to isolate a secondary hydraulic 
line. 

✓ After: A digital LOTO interface is implemented where the 
Safe-to-Work permit is pre-populated with required 
energy points based on the specific asset ID. The system 
defaults to a locked status, and the machine-startup 
sequence is digitally constrained until sensors confirm all 
isolations are engaged. The operator achieves compliance 
by following the pre-selected path provided by the 
interface. 

Evidence Review: Neuroergonomic and human factors 
research confirms that optimizing decision cost-benefit tradeoffs 
reduces input errors and procedural steps under high mental 
workload (Bechara, 2008; Shenhav et al., 2017). Pre-populating 
safety workflow parameters drastically minimizes cognitive load 
at the point of action. When safe choices are embedded as pre-

selected defaults or system constraints, initial compliance 
significantly outperforms interventions that rely on post-hoc 
warning reminders or continuous analytical vigilance. 

 
Pillar B: Friction Engineering 
▪ The Cognitive Mechanism: Friction engineering is grounded 

in the Cost of Action theory. By asymmetrically increasing 
the physical or cognitive effort required for an unsafe path, 
we force a momentary System 2 interruption. neurologically, 
adding a physical delay or a minor obstacle creates a choice 
point that breaks the automaticity of habit-driven shortcuts. 
While Pillar A removes effort from the safe path, Pillar B adds 
thoughtful friction to risky ones. This shifts the operator’s 
internal cost-benefit calculation; if the shortcut becomes 
more effortful than the safe procedure, the brain’s 
optimization drive naturally reverts to the safer route (Ashraf 
et al., 2026; Thaler & Sunstein, 2008). 

▪ Industrial Scenario (Bypassing Guards): 
✓ Before: A machine guard is missing a bolt, allowing it to 

be swung open easily to clear a jam without stopping the 
machine. The shortcut saves two minutes, making it the 
low-effort choice. 

✓ After: The guard is redesigned such that clearing a jam 
requires a specialized tool located at a workstation ten 
meters away. While the unsafe action is still technically 
possible, the physical effort required to bypass the safety 
protocol now exceeds the effort of following the standard 
Stop-Clear-Start procedure. 

Evidence Review: Costa et al. (2025) demonstrated that in 
suspended-load operations, adding physical barriers (friction) 
on unsafe walking paths produced more consistent safe-distance 
behavior than supervisory verbal instructions. Similarly, Ashraf 
et al. (2026) found that adding digital skip-order friction—
requiring a justification for out-of-sequence steps—reduced 
procedural drift in process-industry workflows. 
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Pillar C: Salience and Priming 
▪ The Cognitive Mechanism: Static warning signs suffer from 

Sign Blindness caused by sensory habituation. Neurologic-
ally, the brain’s reticular activating system (RAS) filters out 
repetitive environmental stimuli that it deems non-
threatening. Contextual salience addresses this by delivering 
novel, action-triggered stimuli (visual, haptic, or spatial) at 
the exact moment of decision. By priming the brain with a 
salient cue just before a risky action, we increase the 
probability that the safe option will be registered by System 
1. This orienting response forces the brain to re-evaluate the 
immediate environment, breaking the autopilot mode that 
often precedes struck-by incidents (Hussain et al., 2024; Kim 
et al., 2021). 

▪ Industrial Scenario (Confined Space Entry): 
✓ Before: A static Danger: Confined Space sign is bolted to 

a tank hatch. After months of exposure, operators walk 
past it daily without cognitive registration. 

✓ After: A smart beacon is installed. When an operator’s 
wearable sensor approaches the hatch without an active 
permit, the hatch handle vibrates (haptic priming) and a 
floor projection flashes a safe-zone boundary. The 
novelty and timing of the cue force the brain to re-register 
the hazard. 

Evidence Review: Research in construction safety has shown 
that action-triggered cues—such as floor projections marking 
safe zones—raise hazard-recognition skill by 29% compared to 
static signage (Albert et al., 2017). Hussain et al. (2024) used 
eye-tracking in virtual reality to confirm that the timing of a 
salient prompt is more critical than its content; cues delivered 
even seconds after a decision point are often ignored. 

 
Pillar D: Social Proof and Commitment 
▪ The Cognitive Mechanism: Humans are an obligately social 

species with highly evolved neurological pathways for social 
mirroring and reputation management. Pillar D harnesses 
the Bandwagon Effect and the desire for social consistency. 
When operators perceive that their peers are consistently 
following safe protocols, System 1 mimics that behavior to 
maintain social belonging. Furthermore, making a visible 
commitment to a safety goal activates the Consistency 
Principle, where the brain seeks to avoid the cognitive 
dissonance of behaving in a way that contradicts one’s stated 
social identity (Cialdini, 2021; Vo & Kim Quy, 2026). 

▪ Industrial Scenario (PPE Compliance): 
✓ Before: PPE compliance is monitored through periodic, 

punitive audits. Workers wear the gear when a supervisor 
is present but remove it when alone, viewing it as a 
private burden. 

✓ After: A non-punitive, team-based dashboard is installed 
in the breakroom. It displays the team’s collective Safety 
Streak and highlights peer-to-peer recognition 
comments. Safety is transformed into a visible social 
norm, and the Social Proof of others’ compliance primes 
individuals to follow suit without direct oversight. 

Evidence Review: Sparer et al. (2015) documented that 
recognition-based feedback programs in construction increased 
voluntary hazard reporting. Recent telematics research also 
indicates that non-punitive peer-comparison dashboards reduce 
risky driving behaviors more effectively than individual 
coaching, provided the culture supports psychological safety 
(Ghamari et al., 2022; Veerasimman, 2026). 

 
Formal Research Propositions (P1–P4) 

The framework advances four testable propositions for 
empirical validation, shifting the focus from lagging injuries to 
proximal behavioral outcomes. 

 

1. P1 (Defaults): Safe defaults reduce unsafe first-attempt 
actions more effectively than informational prompts, 
especially under high workloads. 
▪ Theoretical Rationale: Based on the work of Thaler and 

Sunstein (2008), this proposition assumes that cognitive 
inertia is the dominant driver of behavior during fatigue. 
Because System 2 reasoning is metabolically expensive, 
operators will follow the Status Quo unless a highly 
salient reason to override it is presented. 

2. P2 (Friction): Introducing a friction differential between 
safe and unsafe paths reduces procedural drift and near-
miss frequency. 
▪ Theoretical Rationale: Grounded in Kahneman’s (2011) 

Law of Least Effort, this hypothesis posits that operators 
skip steps not due to negligence, but because the brain is 
an optimizer. By making the unsafe path costly in terms 
of time or effort, we align the brain’s optimization drive 
with safety requirements. 

3. P3 (Salience): Action-triggered cues produce significantly 
smaller habituation decay than static signage over repeated 
exposures. 
▪ Theoretical Rationale: This proposition is grounded in 

the psychological principle of Attentional Capture 
(Theeuwes, 1992). Habituation occurs when a stimulus is 
static. By making the cue contextual and action-triggered, 
we ensure the brain’s novelty-detection pathways remain 
active over time. 

4. P4 (Social Proof): Non-punitive peer-comparison data 
increases near-miss reporting velocity, provided the 
workgroup possesses high psychological safety. 
▪ Theoretical Rationale: Based on Cialdini’s (2021) Social 

Proof mechanism and Bandura’s (1977) Social Learning 
Theory, this proposition assumes that behavior is shaped 
by observed peer norms. If reporting is seen as a group-
wide value, reporting velocity will increase as a function 
of social reinforcement. 
 

Mapping to the Hierarchy of Controls and ISO 45001 
Choice architecture is positioned strictly within the 

administrative-controls layer of the Hierarchy of Controls 
(Figure 3). It serves as a reinforcement for, rather than a 
substitute for, primary engineering controls (Clarke et al., 2026; 
Dolgunyürek & Ada, 2025). Within ISO 45001, these 
interventions support Operational Planning and Control by 
providing practical mechanisms to translate documented 
procedures into consistent field behavior. This positioning 
resists downward drift, where organizations might otherwise 
adopt low-cost behavioral nudges to accommodate unresolved 
physical hazards (Liberati et al., 2018; Stackhouse & Stewart, 
2017). Framing choice architecture as an engineering discipline 
ensures management remains accountable for the work 
environment, resisting the tendency to blame the worker for 
deviations structurally encouraged by a poorly designed 
interface. 

 
 

Diagnostic Protocol, Measurement, and 
Validation 

The Behavioral Safety Audit and Friction Differential 
Before designing a nudge, the framework requires a 

structured Behavioral Safety Audit to map actual WAD and 
locate systemic friction points (de Freitas et al., 2026; Woltjer et 
al., 2015). A central function of the audit is differential diagnosis: 
distinguishing whether a deviation stems from skill deficits, 
equipment failure, or genuine cognitive friction. Only the latter—
evidenced by consistent workarounds performed by competent, 
adequately equipped operators—is the specific target of 
behavioral engineering (Ashraf et al., 2026; Johnson et al., 
2025).  
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Figure 3. Positioning Choice Architecture within the Hierarchy of Controls 
 

 

Figure 4. Iterative Intervention Cycle and Resilience-Potential Mapping  
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To operationalize this, managers utilize a Friction Scorecard 
to calculate the Friction Differential (𝐹Δ) between the compliant 
path (𝑃𝑐) and the shortcut/workaround (𝑃𝑠). The scorecard 
evaluates three variables: Time (𝑇), Physical Effort (𝑃), and 
Cognitive Steps (𝐶). The differential is expressed as:  

 
𝐹Δ = (𝑇𝑐 + 𝑃𝑐 + 𝐶𝑐) − (𝑇𝑠 + 𝑃𝑠 + 𝐶𝑠) 

 
A high positive 𝐹Δ value indicates that the safe path is 

significantly more expensive to the operator than the 
workaround, creating a structural invitation for procedural drift. 
The objective of Pillars A and B is to reduce 𝐹Δ to zero or a 
negative value (𝐹Δ ≤ 0), ensuring that the intended safe 
adaptation is also the path of least resistance.  

 
Nudge Design and Calibration Protocol 

Intervention design follows a four-stage iterative loop (Figure 
4) that maps directly to the four resilience potentials (Bertoni et 
al., 2021; Trancoso et al., 2024). While Diagnose and Architect 
focus on planning, the Respond and Learn phases are critical for 
addressing the common organizational Failure to Learn. 

In the Respond phase (Pilot), the organization tests the 
system’s reaction to a bounded change. This is not merely an 
observation of worker compliance, but a test of sociotechnical 
compatibility. If a nudge (e.g., a new digital default) is bypassed 
within the first week, it indicates that the Architect stage failed 
to account for a specific operational constraint. 

The Learn phase (Calibrate) addresses the tendency for safety 
interventions to become ceremonial or static. Most organiza-
tions suffer from intervention decay because they treat safety 
fixes as one-time solutions. Iterative calibration uses leading 
indicators to adjust nudge volume—such as the salience of a 
visual cue or the magnitude of a friction point—before the 
intervention becomes background noise. This ensures that the 
SMS functions as an evolving feedback loop rather than a static 
log (Ankamah-Lomotey, 2025). 

 
Leading Indicators and Statistical Challenges 

To support the transition from lagging metrics to proactive 
design signals, the framework utilizes four leading behavioral 

indicators (Table 2). These metrics are intended to provide real-
time feedback on the health of the choice architecture and the 
level of alignment between WAI and WAD.    

However, moving from simple Incident Counts to Near-miss 
Reporting Velocity presents distinct statistical challenges. 
Traditional metrics like Total Recordable Incident Rate (TRIR) 
are zero-inflated and lagging; a low score can signify either a safe 
site or a suppressed reporting culture. In contrast, Near-miss 
Reporting Velocity (𝑉𝑛𝑚) measures the rate and speed at which 
hazards are surfaced relative to operational volume. The primary 
statistical challenge here is the latency-bias: the time delta 
between an event occurring and its entry into the SMS. A 
resilient system aims for high 𝑉𝑛𝑚 with low latency. High-
reliability safety requires analyzing these patterns through a 
system-dynamics lens, recognizing that a sudden drop in 
reporting velocity is often a more accurate predictor of an 
impending failure than a stable incident rate (Bakshi & Peura, 
2022; Thoroman et al., 2018). 

 
Recommended Validation Methods by Pillar 

To empirically validate the propositions in Section 3.3, 
researchers must select methodologies capable of distinguishing 
sustained change from transient novelty effects (Table 3). 
Because the four pillars target distinct mechanisms [ranging 
from structural defaults to social learning (Bandura, 1977)], 
validation must be contextually tailored to the intervention type. 

 
 

Boundary Conditions, Ethics, and Risk 
Mitigation 

The Primary Safety Layer Rule and the Nudge-
Washing Debate 

The framework’s non-negotiable boundary condition is the 
Primary Safety Layer Rule: choice architecture must never 
substitute for elimination, substitution, or engineering controls, 
only reinforce them. This prevents nudge-washing—a moral 
hazard where low-cost behavioral interventions are deployed as 
a façade for under-investment in fundamental system redesign 
(Arya & Hindolia, 2025).  

 

Table 2. Leading Behavioral Indicators for Nudge-Based Safety Management 

Leading 
Indicator 

Metric: What  
it Measures Predictive Rationale 

Key Supporting 
Literature 

Voluntary 
Safeguard 
Adoption 

PPE usage rates, permit-to-work 
adherence, and hazard self-correction 
without supervisory oversight. 

High adoption indicates that the safe 
path is successfully engineered as the 
path of least resistance (Pillars A & B). 

Veerasimman 
(2026); Ammad et 
al. (2025) 

Near-miss 
Reporting 
Velocity (𝑉𝑛𝑚) 

The volume of surfaced hazards and the 
time delta between an event and its entry 
into the safety system. 

Faster, more frequent reporting 
indicates high hazard-awareness and a 
non-punitive learning culture (Pillar D). 

Bakshi & Peura 
(2022); Thoroman et 
al. (2018) 

Safety-voice 
Behavior 

Frequency of preventive speaking up and 
peer-to-peer stop-work interventions. 

Reflects organizational psychological 
safety; identifies procedural blind spots 
before they lead to drift. 

Mathisen & Tjora 
(2023); Tedone et al. 
(2026) 

Friction-
Reduction 
Score 

The measured decrease in the Friction 
Differential (𝐹Δ) after a nudge 
implementation. 

Directly validates that the architectural 
intervention has made the safe action 
cognitively cheaper for the operator. 

Ashraf et al. (2026); 
Johnson et al. (2025) 

 
Table 3. Methods and Rationale for target Pillar Validation 

Methodology Target Pillars Rationale Key Reference 

Quasi-experiments A, B 
Compares nudged vs. non-nudged sites to test 
organizational-level uptake. 

Clapier et al. (2026) 

Interrupted Time-
Series 

C, D 
Tracks compliance persistence or decay across extended 
quarters. 

Bilgin et al. (2023) 

Immersive VR 
Simulation 

C 
Isolates habituation mechanisms and measures 
attentiveness in a safe environment. 

Kim et al. (2024) 

Bayesian Belief 
Networks 

General 
Estimates intervention effects retrospectively using 
existing operational data. 

Cooper et al. (2023) 
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The economic incentive for nudge-washing is substantial. 
Behavioral nudges primarily incur operational expenditures 
(OPEX)—such as software configuration, dynamic signage, or 
procedural redesign—whereas primary physical engineering 
controls (e.g., automated interlocks, machine enclosures, high-
capacity ventilation) require significant capital expenditure 
(CAPEX). When safety budgets face fiscal constraints, risk 
management risks degrading into cost-avoidance, substituting 
CAPEX isolation barriers with cheap OPEX choice architecture.  

To prevent this capital substitution, organizations must 
implement a Financial and Safety Control Audit (FSCA) 
alongside the standard Hierarchy of Controls (Figure 3). The 
FSCA requires safety steering committees and internal auditors 
to evaluate proposed nudge interventions against three specific 
financial and operational indicators: 

 
▪ The CAPEX-Avoidance Ratio (𝑅𝑐𝑎): Auditors must calculate 

the ratio of projected OPEX for a behavioral nudge to the 
estimated CAPEX required for physical elimination or 
engineering control. An 𝑅𝑐𝑎 significantly below baseline 
thresholds triggers a mandatory engineering review to 
confirm whether physical isolation is technically infeasible 
rather than merely financially deferred. 

▪ Control Layer Expenditure Matching: Any administrative 
choice-architecture project budgeted under OPEX must 
include a formal engineering justification sign-off. The sign-
off certifies that higher-order controls (Elimination, 
Substitution, Engineering Interlocks) were evaluated using a 
formal Risk Reduction Cost-Benefit Analysis (CBA) and 
deemed physically unviable before behavioral support was 
approved. 

▪ Decoupling Audit Trails: Financial audit cycles must cross-
reference CAPEX deferral logs with field-level friction 
scorecards. If an engineering project to eliminate a physical 
hazard is delayed or rejected on budget grounds, 
management is explicitly prohibited from deploying a nudge 
as a permanent substitute. Any interim nudge deployed 
under such conditions must be flagged as a temporary risk 
accommodation with a hard expiration date tied to the next 
CAPEX budget cycle.  
 
Management must resist treating human cognition as a low-

cost filter for technical system deficiencies. If a nudge is used to 
mitigate a risk that could have been eliminated through higher-
order controls, it constitutes a managerial workaround—a top-
down version of the very procedural drift the framework seeks to 
solve.  

Auditors must independently verify these financial and 
operational entries against the boundary matrix (Table 4) to 
prevent façade adoption where a polished behavioral program 
masks a systemic failure to address structural hazards (Arya & 
Hindolia, 2025; von Thiele Schwarz et al., 2021). 

 
Ethical Choice Architecture: Liability and the 
Architecture of Failure 

Because nudges can operate below the threshold of conscious 
deliberation, their legitimacy depends on transparency and 
systemic accountability. Organizations must explicitly commu-
nicate the rationale for engineered defaults or friction points; 
opacity risks the intervention being perceived as manipulation, 
undermining trust in the SMS (Grelle et al., 2024; Rantala et al., 
2023). 

A critical frontier for management research involves the legal 
implications of nudge failure. Because nudges are explicitly non-
compulsory, a liability loophole may emerge: organizations 
might attempt to shift blame to the operator by claiming the safe 
option was available and the individual simply chose the unsafe 
path. However, in high-hazard operations, the distinction 
between voluntary choice and environmental coercion is thin. If 

a nudge fails due to poor architectural design [such as inade-
quate contextual salience or miscalibrated friction] legal and 
ethical liability should remain with the organization. 
Management acts as the system architect; thus, designing the 
failure through a poorly calibrated choice environment consti-
tutes a breach of the duty of care. Responsibility for the digital 
and physical environment remains with the firm, and interven-
tions must be tailored to local cultural symbolism to ensure 
ethical fit (Alshamy, 2025; Wu & Paluck, 2021). 

 
Table 4. Boundary Matrix: Distinguishing Primary Controls 
from Auxiliary Choice Architecture 

Control 
Layer 

Representative 
Examples 

Role of Choice 
Architecture 

Elimination 
/Substitution 

Removing 
hazardous 
materials entirely 

Out of scope; resolve 
before considering 
nudges. 

Engineering 
Controls 

Guarding, 
containment, 
interlocks 

None as replacement; 
nudges may only 
prompt correct use. 

Adminis-
trative 
Controls 

Procedures, ISO 
45001 processes 

Primary operating 
zone; pillars enhance 
reliability. 

PPE/ 
Behavioral 
Layer 

Protective 
equipment, 
compliance 

Supported by Pillars 
A–D; never used to 
justify omitting higher 
controls. 

 
Managing Nudge Decay and Long-Term Habituation 

Nudge decay is an expected lifecycle event where cues 
eventually become background noise due to habituation (Kim et 
al., 2024). The framework addresses this via the Calibrate stage, 
which involves periodic refreshing of visual cues and scheduled 
reviews of default settings. The four pillars are not equally 
susceptible to decay: Pillar A (defaults) is highly resistant as it 
requires no sustained attention, whereas Pillars C (salience) and 
D (social proof) are decay-prone and require frequent rotation to 
remain effective (Causse et al., 2024; Lee & Kim, 2022). 

 

Discussion and Future Research Agenda 

Theoretical Implications 
The Behavioral Engineering Framework relocates the unit of 

design from the individual worker’s judgment to the decision 
environment itself. By treating System 1 processing as a stable 
structural feature of high-tempo work rather than a defect to be 
trained away, the framework asks the engineering system, rather 
than the worker, to adapt. This reconciles the historical tension 
between Safety-I and Safety-II: it uses the measurable, auditable 
rigor of choice architecture to operationalize and support the 
human safety factor—the adaptive capacity of workers to 
produce safe outcomes under pressure (Ham, 2021; Hollnagel, 
2017). Furthermore, by linking these interventions directly to 
higher worker engagement, the framework suggests that 
designing for human intent carries motivational benefits beyond 
simple compliance. 

 
Managerial Implications: The ROI of Behavioral 
Engineering 

For facility managers, the transition from Lagging Indicator 
Management to behavioral engineering represents a fundamen-
tal shift in resource allocation. Traditional safety management 
often incurs massive hidden costs through Lagging Indicator 
Management—the reactive cycle of post-incident investigations, 
legal fees, stop-work orders, and insurance premiums. While 
administrative stacking (adding more rules) is often perceived as 
a low-cost fix, it typically yields a negative Return on Investment 
(ROI) because it induces ceremonial compliance, where docu-
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mentation exists but behaviors remain unchanged, leaving the 
organization vulnerable to catastrophic failure. 

In contrast, behavioral engineering requires an upfront 
investment in diagnostic audits and digital/physical 
architectural changes (CAPEX), but it yields a measurable 
Behavioral Trace that functions as an early warning system. By 
reducing the Friction Differential, managers can lower the 
cognitive tax on their workforce, which correlates with higher 
productivity and lower burnout. The ROI of this framework is 
found in the prevention of the drift into failure; by making the 
safe path the path of least resistance, organizations reduce the 
frequency of unpunished workarounds that eventually aggregate 
into major accidents. 

 
Limitations: The Boundaries of Nudging 

Despite its utility, choice architecture is not a panacea. A 
critical limitation of this framework is its reliance on System 1 
processing. Nudges are designed for tasks that are frequent, 
repetitive, and stable—environments where autopilot behavior is 
the primary risk. In contrast, during novel, high-complexity 
emergencies, operators must transition back to System 2 
(deliberate, analytical reasoning). In such scenarios, a nudge 
designed for routine operations may actually become an 
attentional trap or induce confirmation bias, leading an operator 
to default to a standard response when a creative, System 2 
intervention is required. 

Furthermore, choice architecture cannot fix a broken 
technical system. If a hazard is so severe that it requires elimina-
tion or engineering interlocks, attempting to nudge around it is 
a violation of the Primary Safety Layer Rule. Behavioral 
engineering is an auxiliary support layer; it assumes that the 
underlying equipment is fit for purpose. It is ineffective in 
organizations where the safety culture is overtly punitive, as the 
Social Proof and Safety Voice pillars (Pillar D) will be suppressed 
by fear. 

 
Global and Cultural Context: Re-Architecting for 
Diversity 

The effectiveness of the four pillars is not culturally universal. 
Management research suggests that behavioral interventions are 
culturally contingent (Alshamy, 2025). For example, in High 
Power Distance (HPD) cultures, Pillar D (Social Proof) may 
function differently; workers may be more responsive to Vertical 
Social Proof (feedback from authority figures) than to the 
Horizontal Social Proof (peer telemetry) favored in Western 
contexts. 

Similarly, the visual and haptic cues used in Pillar C 
(Salience) must be re-architected to fit local symbolic meanings. 
As noted by Wu & Paluck (2021) in their study of Chinese 
manufacturing, using culturally specific symbols (like Golden 
Coin decals) significantly outperformed standard Western 
hazard icons. In environments with diverse, multi-national 
workforces, safety engineers must ensure that salience cues and 
defaults do not inadvertently create cultural friction, where a 
nudge that feels supportive to one group feels coercive or 
confusing to another. 

 
Practical Roadmap for Safety Engineers and Facility 
Managers 

Integrating the framework involves layering the iterative loop 
(Figure 5) onto existing workflows rather than replacing current 
systems. Digital HSE platforms offer a natural entry point for 
Social Proof (Pillar D) through non-interruptive dashboards 
(Grouse et al., 2023). For daily safety walks, the roadmap 
recommends replacing generic checklists with prompts that ask: 
“Where did a worker choose the harder path today, and why?” 
(Stauffer & Chastain-Knight, 2021). 

 

 
Future Empirical Research Agenda 

Five domains warrant priority attention to mature the 
framework: 

 
1. Human–AI Collaboration: Determining how choice 

architecture functions when operators play supervisory roles 
in automated plants (Gondale et al., 2025). 

2. Smart Wearables: Testing real-time haptic or visual nudges 
(Pillar C) responsive to an individual’s location and task 
state. 

3. Long-horizon Durability: Conducting multi-year research to 
address the nudge-decay concerns raised by quarter-scale 
studies (Huang & Boudjema, 2021). 

4. Cultural Contingency: Systematic study of how power 
distance and cultural symbolism affect pillar uptake 
(Alshamy, 2025; Wu & Paluck, 2021). 

5. Measurement Standardization: Validating a shared, cross-
industry indicator battery to replace inconsistently defined 
metrics (Sadeghi et al., 2025; Mathisen & Tjora, 2023). 
 
 

Conclusion 

The persistent gap between Work-as-Imagined and Work-as-
Done is a design problem, not a discipline problem. The 
Behavioural Engineering Framework developed here responds 
by making the safe action the path of least resistance through its 
four pillars: Defaults and Constraints, Friction Engineering, 
Salience and Priming, and Social Proof. Positioned beneath 
primary engineering controls and bounded by the Primary Safety 
Layer Rule, the framework provides a missing administrative 
layer that interfaces directly with human cognition. High-
reliability performance is achieved not by forcing operators to fit 
rigid systems, but by engineering systems that work in harmony 
with the way humans actually think and act. 

Looking ahead, the most transformative application of this 
framework lies in its integration with Artificial Intelligence (AI) 
and wearable technology. As industrial environments transition 
toward full digitalization, the Diagnose–Architect–Pilot–
Calibrate loop can be automated to provide real-time, 
personalized behavioural support. AI-driven systems can 
monitor physiological markers (such as eye-tracking for 
distraction or heart-rate variability for fatigue) to predict when 
an operator has shifted into a vulnerable System 1 state. At the 
micro-moment of risk, wearable devices can then deliver 
Dynamic Priming via haptic vibrations or augmented reality 
overlays, automating Pillar C (Contextual Salience) with a 
precision previously impossible. This vision reframes the safety 
system as a cognitive co-pilot that proactively shields the 
operator from habituation and sign-blindness. The ultimate goal 
is to move beyond static manuals toward a responsive 
sociotechnical landscape where safety is an emergent, 
engineered property of the work itself. By embracing these 
technologies, organizations can finally ensure that safe intent is 
always translated into safe action. 
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